IP BlackLists

by SuperBonBon

1. JAFSIP Blocking

JAFS alows to block certain ranges of ip adresses using the singleEntry XML element from
the server configuration or alist parser.

2. Simple I P block range

Here to block an entire range of IP adresses you simply need to add a singleEntry block to
the blackL ist xml element in the server configuration file.
Here are the attributes description :

« name: Thisisthe name of the entry
« dtartlpRange: The block start ip range, needs to be an IP V4 address
» stoplpRange: The block stop ip range, needs to be an IP V4 address

Here's asmall example to block all IP from 192.168.1.1 to 192.168.1.33 and 192.168.1.64 to
192.168.1.255 range :

<server xm ns="http://ww.sbbi.net/jafs/1.0/jafs-server"
ébde:"sanple_server" L >

<bl ackLi st >
<singl eEntry nane="ny first bl ock"
startl| pRange="192. 168. 1. 1"
st opl pRange="192. 168. 1. 33"/ >
<si ngl eEntry name="ny second bl ock"
startl pRange="192. 168. 1. 64"
st opl pRange="192. 168. 1. 255"/ >
</ bl ackLi st >

</ server >
3. Using alist from theinternet to block IP's

Y ou can create your own lists or use existing lists from the internet and use the list entries to
block access to your server quite easily if you're a programmer.
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L et's assume the following scenario:

e | know alist of undesired ip's published on some website at
http://www.somesite.com/somelist.txt

« Theformat of thelinesin thelist isasfollow ( adream scenario :0) ): Entry Description -
192.168.1.64 - 192.168.1.255

e | wanttointegrateit into JAFS

Here'sthe solution :

Firss  youll need to <creatle a Java class that implements the
net.sbbi.jafs.ipblocklists.BlackListedl PListParser interface :

package net.sbbi.jafs.ipblocklists;

i mport java.io.*;

i mport java.util.*;

i mport org. apache. aval on. franmewor k. | ogger . *;
i mport java. net.*

i mport net.sbbi.jafs. services.*;

public class MyLi st Parser inplenents Bl ackLi stedl PLi st Parser {

public Set parse( URL location, Logger log ) throws Exception {
if ( location == null ) throw new Exception( "This parser needs an URL to wor
Set entries = new HashSet ();
/1 we connect to the list URL
j ava. net . URLConnecti on conn = | ocati on. openConnecti on();
java.io.lnputStreaminput = conn. getlnputStream);
/1l we create the streanms and readers
/[l to read the list
I nput St r eanReader i nReader = new | nput StreanmReader ( i nput );
Buf f er edReader i nLi neReader = new Buff eredReader ( i nReader );

String line = null;

/1 we proc ess each line of the Iist

while ( ( line = inLineReader.readLine() ) != null ) {
/1l each entry match the followi ng fornmat :
/1 Entry Description - 192.168.1.64 - 192.168. 1. 255
/1 we just split the data using the " - " delimter
String[] entryData = line.split( " - " );

if ( entryData != null && entryData.length == 3 )
/1l ok we have a good line, we sinply add the entry
Bannedl PRangeEntry entry = new Bannedl PRangeEntry();
entry.set EntryName( entryData[0] );
entry.setStartl pRange( entryData[l] );
entr¥.setStOpIpRange( entryData[ 2] );
try
/1 we validate the data
entry.validateEntry();
} catch ( Exception ex ) {
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log.warn( "Invalid data in line " + line +
" for list location " + location.toString() );

entries.add( entry );
} else {
| og. warn( "Unable to parse line " + line +
" for list location " + location.toString() );

}

/!l we close all the readers and streans

i nLi neReader . cl ose();

i nReader . cl ose();

i nput . cl ose();

/1 and finally we return the list that contains
/1 all the Bannedl PRangeEntry entries

return entries;

We recommand you to put your parser classes into the net.sbbi.jafs.ipblocklists package ( for parsers classes auto listing via
IMX interface ) however thisis not mandatory.

Once you are done, simply compile this class using your favorite java compiler. Don't forget
to include the jafsjar and avalon.jar libraries located in the JAFS libs directory in the
classpath to compileit..

After compilation you'll need to zip the generated java class, rename thisfile to .jar extension
and copy it in the JAFS libs

Last step isto configure JAES server file:

<server xm ns="http://ww.sbbi.net/jafs/1.0/jafs-server"
ébde:"sanple_server" S >
<bl ackLi st >

<list | ocation="http://ww. sonesite.conl sonelist.txt" nanme="M/FirstList"
par ser Cl assNane="et . sbhi .jafs.ipbl ocklists. M/Li stParser" rescanT

</ bl ackLi st >
</ server >
JAFS provides a paser for the Peerguardian 1 and 2 |IP block lists
(net.sbbi.jafs.ipblocklists.PeerGuardianListParser and

net.sbbi.jafs.ipblocklists.PeerGuardian2ListParser) wich seems to be the most popular on
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internet currently.
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