NAT problems and UPNP

by SuperBonBon

1. NAT

NAT (Network Address Trandation) is becoming widely used with the lack of 1P addresses
and the increase of broadband ADSL modem use on the internet. Unfortunatly NAT is a
reccurent problem with FTP servers and often breaks the server usability. The result is that
unless you configure your NAT device yourself, you'll have no chance to make your FTP
server work correctly.

Hereisatypical network schemewithaNAT ADSL router:

192.168.1.64

_ MNat Device
10.20.30.0 Internet

Network schema

2. Problem with NAT and FTP ?

The only problem with NAT is that you cannot receive incoming connections on your server
aslong as your deviceis not configured correctly.

There is two methods to start a data transfer (for directory listing and file transfer) between
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an FTP client and server:

e PORT : Port command isissued by the client and instructs the server where (which port)
it will need to connect to initiate the file data transfer.

« PASV : Pasv command is the opposite of PORT, it instructs the client where (what port)
the server will allow the client to connect to initiate the file data transfert.

The problem is that the PASV mode cannot work if the server is using an unconfigured NAT
device and the PORT mode cannot work if the client is using a NAT device that blocks all
incoming ports. Now imagine the following network scenario :

We have one client and one FTP server, each one behind an unconfigured NAT device,
assuming that only the server listening port is configured on the server's network NAT device
(otherwise the client won't even be able to connect ...) :

IP 192.168.1.64 1P 192.168.2.33

Nat Device Mat Device
IP 10.20.30.40 IP 50.60.70.80

FTP Server — FTP Client
IP 192.168.1.65 IP 192.168.2.34

Network schema

* PASV scenario:
The client issues aPASV command, the server response instructs the client that it can
connect to port 14536

Cient Command : PASV
Server Response : 227 Entering Passive Mde (10, 20, 30, 40,57,1).

When the client tries to connect to the address provided by the server, the connection will
faill sincethe NAT device on the server sideis not configured to forward data for port
14536 on the local network for the host 1P 192.168.1.65
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The result isthat the FTP server is unusable since the connection cannot be established.
The usual reaction from the end user isto use the PORT command, let's take alook.

PORT scenario :

The client issues a PORT command to instruct the server that it can connect to 14536 port
on the FTP client machine for the data transfert.

Cient Command : PORT 50, 60, 70, 80, 57, 1
Server Response : 200 PORT conmand successful .

When the client will try to start afile transfert the server will try to establish the data
connection, which will fail sincethe NAT device on the client side is not configured to
forward datafor port 14536 on local network for the host IP 192.168.2.34

The final result : no connection can be established, as long as at least one NAT device is
correctly configured to forward data on a certain port of a certain host on the internal
network. Usually the client will never configure its NAT device.

The only solution isto correctly configure the NAT device on the server network, most of the
time the server administrator (simple home user) is not even aware of this problem. Also, the
manual configuration of aNAT deviceis painful :

« Change your server |P address ? Don't forget to change the mapping in your NAT device
|

. Change your server port ? Y et another reconfiguration of the device.
« Finally, don't do any configuration error or nothing will work, since testing PASV mode
from your local network is usually impossible.

3. Another problem with NAT

Networks using a NAT device use an external |P address for internet access as you can see it
on the first and second schema.

The main problem with this is that sometimes the server will not (or is not configured to)
detect the external 1P address and will use theinternal 1P inits PASV response.

Cient Command : PASV
Server Response : 227 Entering Passive Mdde (192, 168, 1, 65,57, 1) .

Y ou just guessed the answer, the server will not work in pasv mode, since the client will try
to connect to the server'sinternal network IP.

The same story occurs on the other side when the client will send itsinternal 1P addressin a
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PORT command :

Client Command : PORT 192, 168, 2, 34,57, 1
Server Response : 200 PORT command successf ul

Same result, it'simpossible to connect the hosts for the data transfer.

4. NAT problem solution

JAFSisthefirst to provide an UPNP (Universal Plug And Play) feature on the Java platform
to send remote orders to your UPNP enabled modem so that the NAT port mapping is done
automatically, no need to bother with NAT configurations, everything is handled
automatically and you can make sure that your server will be effectively available from the
internet.

JAFS checks the mapping status each xx mins (user defined setting), you can stop your
device and restart it, the mapping will be redone automatically, and your server will be
available again, no need to restart it.

To enable UPNP you will need:

« A UPNP enabled device (most of the new ADSL router modems have UPNP support)

« Thedevice must implement the UPNP Inter netGatewayDevice WANIPConnection
service specification. Setup JAFS to support UPNP, start it and you will be told if your
device supports it or not.

» Make sure that the UPNP support is switched on, since some NAT device vendors
factory settings are default to off. Check your UPNP device manual for more
informations to switch on UPNP.

Finally you'll need to add aNAT mapper UPNP driver to your desired network interface. The
driver class name to specify is net.sbbi.jafs.nat. UPNPNatPortsMapper. Here is a small XML
config example with UPNP NAT driver enabled:

<j afs-service xm ns="http://ww. sbbhi.net/jafs/1.0/jafs-service" ... >
<net wor k-i nterfaces>
<network-interface id="default" nanme="eth0" fw host-name="ww. nyconpany. coni >
<f w nat - port s- mapper cl ass-nanme="net. sbbi .jafs. nat. UPNPNat Port sMapper"
mappi ngs- noni t ori ng-ti me="10"/>
</ networ k-i nterface>

</héimork-interfaces>

</jafs-service>
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You can find more informations about network interfaces and nat mappers configuration
here.

The problem with the PORT command on the client side still remains, JAFS cannot do
anything about this, but UPNP support for FTP clients is starting to appear (the first UPNP
enabled FTP client has been released in 2003). Such support will fix this remaining problem.

5. External | P address problem solution

For this problem there is no real easy solution, you'll need to configure JAFS correctly. The
fw-host-name network interface service configuration parameter is very important since it
will be returned by PASV commands. If you have no firewall, the host-name will be used to
return the IPin PASV commands.

Setting a value such as "localhost" will cause functional problems from the internet since IP 127.0.0.1 will be returned by a

PASV command.

If you plan to allow internet access to your server set a value with a correct host name (such
as www.mycompany.com) that will return a correct external 1P address.

For the client side problem, JAFS detectsif an internal |P address (PORT 192,168,1,33,57,1,
PORT 127,0,0,1,57,1 ...) of the FTP client's network is used in the PORT command and
rgectsit if such a scheme occurs.
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